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Today’s Topics

. Overview of procurement roles

. Separation of duties in the procurement process
Procurement responsibilities by role

Delegating authority

Fraud awareness

Key controls refresher (SAS-115)

. Other information resources
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1. Overview of
Procurement Roles
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| Overview of Procurement Roles
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2. Separation of Duties In
the Procurement Process
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Overview of Separation of Duties

Primary objective of preventing fraud and errors

by separating the:

§ Requisition Creator
& d

¢ Recording of transactions. -

Requisition Approver
g _ @
h @;ﬁ"’fﬁ%
7

¢ Taking custody of (or receiving) the assets. )\ 1A
Recelver

A

¢ Authorizing of transactions. )

¢ Monitoring or reviewing of the transactions.

Key Controls Performer
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Separation of Duties Matrix

Requisition
Creator
Requestor
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Key Controls
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Small Departments

¢ Adequately separating duties is challenging.

¢ Separate the creator role by placing it in another
department, or possibly the dean’s office.

¢ Can achieve separation with three people.

¢ If cannot separate creator and receiver for a purchase
transaction, run monthly report and review for
appropriateness (someone other than creator-receiver).

Office of the
Controller
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A Tool for Small Departments

o Tool for Assigning BF Sv9 Procurement Roles in Smaller Departments While Avoiding Separation-of-Duties Conflicts

How to use this tool:  Enter names in the light-blue cells. For each name entered, a green-colored cell in that row identifies the additional role(s)
hefshe may perform, and a red-colored cell indicates those he/she may not. Continue entering names for each role.

If you enter a name that conflicts with another role already identified for that person, CONELICT! will appear in the red cells
where the conflict occurs.

If you enter the same name for the approver and additional approver, WEAK! will appear, because you have not enhanced
separation of duties by naming the same person to perform these two roles.

To add additional roles after completing the table, print the page for reference, then delete all names and begin again.

Tips for using the toal:  If you enter one person for multiple roles, be sure to spell the name exactly the same, or the tool will not recognize a conflict
(including spaces).

Key
Controls
Enter Name of Requisition | Requisition Additional (SAS-115)

Role Role Performer Creator Approver | Authorizer Approver Receiver |Performer

Requisition Creator:

Requisition Approver:

Authorizer:

Additional Approver:

Receiver:

Key Controls (SAS-115) Performer:

Comments about the requester and  The requester role is not included in the above matrix because it will typically be the same person as the
inspector roles;  requisition creator, or else be someone who does not necessarily have access to BFSvD. Ifit is the same person
as the creator, then all the creator conflicts apply. The inspector is not included because that role is not in
conflict with any other.

|Click here for additional information about recommended separation-of-duties controls for the BESYS procurement |

Web page location: Controller’s Office / Controls & Accountability / Separation of Duties

URL: http://controller.berkeley.edu/CARMO/controls/AvoidSODConflictsTool.xls
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Responsibilities by
Role
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Procurement Responsibilities by Role
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Responsibilities: Requisition Creator

The requisition creator will:
¢ Indicate how the requisition will be routed for approval.

¢ Indicate if an additional approver and or inspector Is
required for the transaction.

Office of the
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Future: Requisition Creator

The requisition creator should:

¢ Note any unusual activity on the part of the shopper.

4 Note and question any unusual item(s) in the
shopping cart.

¢ Know campus procurement policy.

¢ Know campus- or system- approved vendors and
attendant approval requirements.

¢ Know relevant laws and regulations.

14
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Responsibilities: Approver

Review and approve for:

¢ Appropriateness

¢ Reasonableness

¢ Adequate funding

¢ Allowability under the funding source

¢ Accurate account coding

¢ Compliance with laws, regulations, and policies
¢ Appropriate supporting documentation

¢ Properly authorized

Office of the
Controller
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Authorization
A

¢ Departments can use the “additional approver”

¢ The authorizer can delegate authority to the
approver to authorize on his or her behalf.

Ly f
'\ 4 AUTHORIZER |
: Approves !
", Business
S _case o

5. ADDITIONAL

3. REQ APPROVER APPROVER

Gives additional approval.

Approves requisition.

Office of the
Controller

role as a way of documenting the authorization.
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Definitions

¢ Authority: The right to control, to make decisions.

¢ Administrative official: Any UC Berkeley
employee to whom financial, administrative, or
management responsibilities and decision-making
authority has been delegated.

18
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Principles for the Delegation of Authority

¢ Administrative officials cannot delegate greater
decision-making authority than they have been
delegated.

¢ Administrative officials who delegate decision-
making authority must do so in writing.

¢ Administrative officials must ensure that the
employees to whom they delegate are qualified.
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Principles for the Delegation of Authority

Accountability: The requirement for giving a
satisfactory explanation of what has happened and
the reason for doing, or not doing, something.

Although administrative officials may
delegate many responsibilities, they cannot
delegate accountabllity!

¢ Administrative officials must monitor to ensure
that the employees to whom they delegate are
properly fulfilling their responsibilities.



5. Fraud Awareness
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Occupational Fraud

“The use of one’s occupation for personal
enrichment through the deliberate misuse or
misapplication of the employing
organization’s resources or assets.”

*Source: Occupational Fraud: A Study of the Impact of an Economic Recession, Association of Certified Fraud
Office of the Examiners, 2009

Controller
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Three Common Fraud Characteristics

¢ Pressure or incentive: The need a person tries to
satisfy by committing fraud.

¢ Opportunity: The ability to commit fraud without
detection.

¢ Rationalization: The ability for a person to justify
fraud. A crucial component in most frauds.

Layoffs are affecting organizations' internal
control systems.

Office of the
Controller
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Types of Fraud on the Rise Since 2008

¢ Theft of company property and
resources

¢ Embezzlement
¢ Expense account fraud
¢ Third-party and vendor fraud

¢ Theft of company information
and data

¢ Financial statement &
accounting irregularities

Source: Knowledge Alert, Emerging Trends in Fraud Risks, January 2010, The Institute of Internal Auditors
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Sample Fraud Schemes

¢ Payroll

— Workers comp

4 Procurement {,&\

Shell company
Non-accomplice vendor

Personal purchases

Ghost employees

Falsified rates or hours

¢ Expense reimbursement

Mischaracterized expenses
Overstated expenses
Fictitious Expenses

Multiple reimbursements

25



Office of the
Controller

BFSv9 Internal Controls Guidance

Typical Fraud Perpetrator

¢ Employed by the organization a
number of years

¢ Works in a finance function
¢ Is a member of management
4 In a position of trust

¢ Educated, head of household,
member of community organizations

¢ Motivated by a personal need

Source: Knowledge Alert, Emerging Trends in Fraud Risks, January 2010, The Institute of Internal Auditors.
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Important Anti-Fraud Controls

4 Control Environment:

— Tone at the top
— Code of ethics
— Policies
— Training

4 Control Activities:

— Management authorization
— Separation of duties
— System access controls

4 Monitoring:

— Reviews by Controls, Accountability, and Risk
Management, Office of the Controller

— Internal audit

27
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Campus Financial Key Controls
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(Supersedes Statement on Auditing Stanc
of Internal Control Related Matters Notea
AICPA, Professional Standards.)

No. 60, Communication

Audit, as amended,

SINVINNODOY JNBNd J3WIL33D 240 JUTLLSN| NYDRINY

October 2008

Statement
on:-Auditing l l 5
Standards

Issued by the Auditing Standards Board

Communicating Internal
Control Related Matters
Identified in an Audit

(Supersedes Statement on Auditing Standards No. 112,
ng Internal Control Related Matters
Identified in an Audit, AICPA, Professional Standards.)
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Control Categories

Authorization

Approval of transactions executed in accordance with management's general
or specific policies and procedures

Access to assets and records in accordance with management's general or
specific policies and procedures

Management
Review

A review conducted by someone other than the preparer who analyses and
oversees activities performed. In many instances, it will be a manager
reviewing the work of a subordinate. However, it may include co-workers
reviewing each other's work.

Reconciliation

A reconciliation is a control designed to check whether two items are
consistent.

Separation of
Duties

The separation of duties and responsibilities of a business processes to
prevent individuals from being in a position to both perpetrate and conceal an
error or irregularity.

System Access

The ability that an individual or group has within a computer information
system, as defined by access rights configured in the system.

Exception — a violation of a set standard (e.g., customer sales exceed credit

EXCGptIOI’]/EdIt limit, three-way match does not reconcile). Edit — a change to a master file

Report (e.g., addition of a new employee; changes in wage rates)

Interface/ Data management (date/time stamps, file names); Processing (no missing,
duplicate, or redundant data and to ensure completeness and accuracy);

Conversion Validation / reconciliation (on-line edits, batch totals); Over the detection and
correction of excepti.ons and errors

Controls

30
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Types of Controls

¢ Preventive—Controls that can stop
or prevent a potential problem or loss ”))

from occurring. Include: (@)
— Access controls \
— Separati()n of duties Management Override

can Circumvent Preventive
Controls

— Management approvals.
~Oa :
‘@ Detective—Controls that
m N 4>
ull™

detect a potential problem or
loss that has already occurred.

» Reconciliations
« Management reviews
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Key Controls lllustration
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What is a Key Control?

¢ "A key control is a control that, if it fails, means
there is at least a reasonable likelihood that a
material error in the financial statements would
not be prevented or detected on a timely basis.”
(Institute of Internal Auditors)

¢ A "key" financial control is a control that, if other
controls fail, can be relied upon to detect or
prevent a material misstatement of the financial
statements.

¢ "A key control is a control that provides
reasonable assurance that material errors will be
prevented or detected in a timely manner."

Office of the
Controller
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What is a Key Control?

¢ Because of their importance for accurate
financial reporting, key controls are monitored
during the year to ensure they are still working.

¢ To be working, controls must be designed
properly and operated correctly.

Office of the
Controller



. BFSv9 Internal Controls Guidance

UC Berkeley’s Control Framework

Entity-
Level
Controls

Financial
Controls

IT A-133
Controls Controls

Office of the 35
Controller
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Campus Financial Controls

Financial
Controls

Student
Financial
Aid

Controller’s

Office

290 L4’s

Billing & Payment Services

Controls, Accountability, and Risk Mgmt
Extramural Funds Accounting

General Accounting

Payroll

Office of the
Controller
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Department Key Controls

¢ General Ledger Summary Review
¢ General Ledger Transaction Verification Review
¢ Overdraft Fund Review

¢ Payroll Expense Review

¢ Ildentity Management (User System Access)
Review

Office of the 37
Controller
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| Financial Key Control Performance

Key Financial Controls Checklist

—
Department (L4):

Directions: Print name, sign, and dats to document timely performadce of each control.

al Ledger Sumpary Review
ian O

mmary Repo

M by Account L4 Budsum,

y Expense, o

tuals Comparisan.

Department reviaws reports monthly for
general propristy and accuracy. On

monthly of annual),

-es based on expectations

are investigated

ransaction Verification Review
Dale | Descripti

are list
Verification repart (e.g. Gal
etc.)

olows-up an

jardraft Fund Review —
Print Name “onrel Descripiion

b
-

-

.

L
.
N~
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Results of Random-Sample Monitoring

¢ 10% of 290 L4’s = 29 departments sampled

¢ Three types of exceptions were tested:

— Existence: The L4 sampled was not able to produce a
checklist.

— Completeness: One or more of the controls was not
completed, judging by a blank line on the checklist.

— Timeliness: The control was performed more than 30
days after the close of the fiscal month.

39
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Results of Monitoring

¢ Of 29 requested, we received 25 (4 departments
could not produce a checklist).

¢ Of the 25 checklists received:
— One was incomplete (a control had not been performed).
— Eleven had controls that were not performed timely.
¢ Total Errors:
4 missing
1 incomplete

11 untimely
16 Errors

¢ Error rate: 16/29 = 55%

40



||t

R

Key Financial Controls Checklist Key Financial Controls Checklist
Fiscal Year: 2009—2010 Fiscal Year: 20032010
Department (L4): Department (L4):
Direcdons: Printname, sign, and dare to document dmely paformance of each conool. F'a\erII Expense REview
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Dac +  GLSUM Twa Yar Acuidis Comparisan. Dec codes S0000-51553 or
Jan Department reviaws raparts manty for Jan = BISPPS Expense Detai
sz Feb For example, depanments review the
Mar unsrola ned vanances -..asﬂ:l an a::eﬁat ans: Mar i_“ ‘:'i_{?ff Ef"" pby_i:a_br:mis ill"i PEY
- 4 o 2. budgel ar prr period) are knvestigaied fo e rates dior for pessible other key entry
3 as!a 3cowracy. -
- - { May . May
. 1 Junz Juns
- .
- ‘! L Transaction Verleation Haview
Tt 3 - imhaTE =an ELCI—. s o Identity Managemem [User System Access) Review
s o b 3 ) Denariman raviews sdamally itaisd iRt FEmiE Dzte Uanttal DEsEnptian
. 3 . o ¥ansactans an 3 mantfly b3k for ganaral Aug Department reviews identity management
- 3 Sapl propristy and aceuracy. = 53CHanNE = {user system scc reports periodically.
. 1 > - oa Fzhsd MM GL D
- : " Nov D=-pan ment determines if an employes's
1 . Naw 2k} les are spprop for
Der Feb Sher curment job responsibilities and
- - T Daparimant folows-up on unusual ems M pro\u 5 for the proper segregation of
- . Mcuing verttying amoutts 1 supparing 3y =5 within the unit.
": documeniation and resaiving e ) Depantment follows-up on deletions or
. M other updstes a5 na the Bystems
. c A Access Reguest Application [SARA).
P May
- e Documentation Retention: Save this document for three years afterthe end of the 2009-2010 fiscal year.
. b Document disposaldate: July 1,2013
. Cwardratt Fund Review
HrfREMS Sk il DT
> - Ay
. Dapartmant manflars funds In gvandral staius
3 ) {sxpense = auiharized Dudge) via BAIRS
Sant Summary Raports, such 35 GL Sum Fund
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Excel-Based “Electronic” Checklist

[} [ J K [
QUARTER OHE QUARTER TW QUARTER THREE QUARTER FOUR
ity | Invantmry Statwr July Auqurt Septambar ctal H F T Harch Hay

CONTROLLER'S IMMEDIATE OFFICE

Gieneral Ledger Summary Review 0EEEI04 10403404 004404 1125404 OEMED GEAOTHI OdizaHD dizaH0 [T ot Srarked Ha Started Hot Srarted
GiL Transaction Yerification Feview OHEH0Y 10005409 W A0as MzEI0e [ e [P 04i2H0 D4/2IM0 D420 Hat Starked Hat Started Hat Starked
Cwerdraft Fund Review UEZEI0S 10003409 W0A04¢03 Miz5104 [EE UZA03HN OdfZaH 04290 DdAZaH0 Hat Starked Hat Started Hat Startod
FPayroll Expense Review — 0EEEI04 10403404 W0A0408 11z5404 OEMEHD AT OdAzaHD 0dzaH0 [T Hot Srarked Hak Started Hot Srarted
Identity Mgmt. [Uzer System Accesdy deview A0z Az itns n4HEHD Hat Started
FSBUS
General Ledger Summary Review 009 0108 009 Mz008 UEMEHD URAOZHD TAFZaHD V4290 D42 Hat Sharted Hat Started Hat Started
GiL Transaction Yerifization Feview e50ne HeE0d0a e30ne HE0i0a 0EAIAD PE e 04z wddEa ML Dzl Hat Started Hak Startod Hat Started
Owerdraft Fund Review FE 0009 10108 #0009 Mz0i08 UEMEHD UEAOEHN QAFZAHD QAFESHD DAFEAHD Hat Sharked Hat Started Hat Sharted
Fayroll Expense Review 009 0104 009 Mz004 UEAEHD UZANZHID DdFAHI 04290 D4FZAHI Hat Sharked Hat Started Hat Skartod
Identity Mgmt. [Liser System Access] Review e300 Azhime M50 Haot Startod
GENERAL ACCOUNTING
General Ledger Summary Review i i [T i TH wHTHE T Mot Srare:d Hat Searesd HoeSraresd Mok Searesd Hat Zraresd Mok Searted Hat Zrares d
GiL Transaction Yerification Feview 00 091g09 TS 1T 2HTHE Mok Starked Hat Skarked Hat Starked Hat Skarked Hat Starked Hat Started Hat Starked
Overdraft Fund Review DS g0 T 0HTHD W1HTHI Hat Startod Hak Seartod Hat Started Hak Skartod Hat Started Hak Startod Hat Started
FPayrall Expense Fauiew i i [T i THE wHTHY T HoeZrare:d Hat Searesd HoeSraresd Mok Searesd Haot Sraresd Mok Searted Hat Zrares d
Identity Mamt. [User System Access) Review T AT HotSharted Hat Started
PAYROLL
General Ledger Summary Review UEZEI0S D420 14804409 1211409 2589 UZAOEHN UEZAHI Hok Starked Hak Startod Hat Sharked Hat Started Hat Skartod
GiL Transaction Yerifization Feview 0HERS Dz Hendins 1210 fzHding wzdinz i 0EAzAD Hat Started Hak Skartod Hat Started Hak Startod Hat Started
Owerdraft Fund Review DHERI0S D9IETI0Y 104008 1210 12H1d8 DRI DEFZAAD Hot Starked Hak Skareed Hat Starked Hak Started Hat Started
Fayroll Expense Review UEZEI0S D420 #0409 12109 214009 UZAOEHI UEAHI Hok Starked Hat Startod Hat Sharked Hat Started Hat Skartod
Identity Mgmt. [Lizer System Access) Review [IEa e AzHEAS HokSkarkad Mok Startad
BILLING AND PAYMENT SER¥ICES
Gieneral Ledger Summary Review 0aidina 0415104 5403 08 o110 DEA 1M OEAZEHI 03HAHE DEAEHD ot Srarked Ha Started Hot Srarted
GiL Transaction Yerification Feview 0Hudi08 WHES 0415 Wz oA V2RO 0ZIZHAN [t DEAFAD Hat Starked Hat Started Hat Starked
Cwerdraft Fund Review 0ai0di0a W0i1504 503 503 i1 DEI1H OEEIHI 03HAH0 DEA3HD Hat Srarted Hat Started Hat Srartod
FPayroll Expense Review 0aidins 10415104 5403 08 11D DEA 1M OEAZEHI 03HEH DEAEHD Hot Srarked Hak Started Hot Srarted
Identity Mamt. [User System Access) Review WS Az itns [Eann Hat Started
DISBURSEMENTS
General Ledger Summary Review 12d1ding 12414404 1241408 12414i04 01T Haok Starkod Hak Skartod Hut Starked Hak Skartod Hat Starked Hak Startod Hat Starked
GIL Transaction Yerification Rewview AzHdd0s 1240y 1zHd0s 12140 T Hot Startod Hat Startod Hot Srarted Hat Startod Hat Srartod Hat Startod Hat Srartod
Owerdraft Fund Review 1214 12414104 121408 12414104 DHTHS Mot Starked Hak Searsed Hot Starked Hak Skareed Hat Starked Hak Started Hat Started
Fayroll Expense Feview 12d1dime 12414404 121408 12414404 01T Mok Starkod Hak Skartod Hut Starked Hak Skartod Hat Starked Hak Startod Hat Started
Identity Mgmt. [Lizer System Access) Review 70 AT HokSkarkad Hak Startad
CONTROLS, ACCOUNTABILITY, AND RISK MANAGEMENT
General Ledger Summary Review 5T 9414409 A9 15409 21i0d D 025D 03HEHD 0dHEHD Hat Sharked Hat Started Hat Skartod
GiL Trangaction Werification Reuizw tEH T oAl AindHindng G d Aziidoa D WEHEH w3z HEMD 0diEH Hat Zraresd Mok Searted Hat Zrares d
Owerdraft Fund Reiew VTN 1440 A9 1509 ETRM) D V2HEHD 0EHEHD 04HEHD Hat Sharted Hat Started Hat Started
Fayroll Expense Review 0TI 9414409 A9 15409 2109 N0 025D 03HEHD 04z Hat Starked Hat Started Hat Started
Identity Mgmt. [Lizer System Access) Review 42ddz5 AzhiihS 0340140 Hak Startad
EXTRAMURAL FUNDS ACCOUNTING

General Ledger Summarg Fewiaw 0FMTIS 057 1E 0% A0S MAEEI0% 124209 01¢ 19410 0ZMSH0 0diz3 M0 0Pz =0 Hot Srarked Mok Searked Mot Skarksd
GiL Transaction Yerification Feview QAT 0916409 10412008 Wzzie 12izzine D190 OFMEAD D4/z2M0 D4F2EA0 Hat Starked Hat Started Hat Starked
Cwerdraft Fund Review 0TI aH1EA 09 AHzd0S izsi04 12izEMa 11310 OE5HD GdE3H0 DdAEFHI Hat Srarted Hat Started Hat Srartod
Payroll Expense Review OEHTINS DSHED AnHENS Mizgios 1EzEMS 190 UEPIEHE QAFEEHD DAFEEHD Hat Sharked Hat Started Hat Sharted
Identity Mgmt. [User System Access) Review n3iEEIY Azhitng UZEH] Hat Skarted
ADMINISTRATIYE SERYICES
General Ledger Summary Review UEZEI0S 10003409 W40 Miz5I04 UEAEHD UZANZHI OdfZaHN 04290 D4FZAHI Hat Sharked Hat Started Hat Skartod
GiL Trangaction Werification Reuizw OIS i 040 HEE I [ELET [E e odiEadn addESH iR adin Hat Zraresd Mok Searted Hat Zrares d
Owerdraft Fund Reiew UEZEI0S 10003405 W00 MizEI08 UEMEHD URAOZHD TAFZaHD V4290 D42 Hat Sharted Hat Started Hat Started
UEZEI0S 10003409 004003 Mz5I04 [EE 0ZA03HN OdiZaH 04290 D4AZaH0 Hat Starked Hat Started Hat Started
WiHz104 zA1A08 DdHEHD Hat Started

Office of the
Controller




BFSv9 Internal Controls Guidance

Excel-Based “Electronic” Checklist

E 5
SAS-115 Status Entry Sheet:
¢ FSBUS

QUARTER TWO QUARTER THREE GQUARTER FOUR

Control Control
Activity Unit Owner Fregquency | September November January February i May
Each month, enter name of person signed by:
General Ledger

Summary FSBUS John Eliis Monthly
Review

GIL Transaction
Verification SBUS John Eliis Monthly
Review

Overdraft Fund

Review John Eliiz Wonthly

Payroll Expense

Review John Eliiz Monthly

Identify
Management SBUS John Eliiz Quarterhy 041510
Review

Fiscal Year-End Certification:
I certifv that to the best of mv knowledae the information indicafed on this schedule is

Signature:

Name (Print):

DASHBOARD Controllers Immediate Office FSBUS Gien Accnk Fayroll BiF'S Dlishursements CARMO EF& Admin Services [

Office of the
Controller
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On-Line Responsibilities Guide

UC Berkeley
Office of.the
Controller

Chancellor's How to Use Table of PDF Version Quick Guide
Statement This Site Contents {Printable) to the wWeb

) ide Di
Controller's Vice Chancellor - UG Berkeley Administrative Policras
Office Administration & Procedures

Search This Site

Navigating
UC Berkeley's
Business Environment

A Guide to Administrative Responsibilities

Temt only Version

Last Updated Janueny 26, 2000

Flazzz zend technical queries to the webmastsr,

Contant izzues should be dirscted to Barbers VanClesva Smith, Dirsctor. Confrols end Accountsbility
Coprright © 2002 University of Califormia

Office of the
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CARMO Contacts

Contact in the Controller’s Office:

Hans Gude

Controller’s Office
(510) 643-3812
hgude@berkeley.edu
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